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Decision/action requested

Approve the proposed solution in TR 33.819
2
References
[1] 3GPP TR 33.819: "Study on security for 5GS enhanced support of Vertical and LAN Services"
3
Rationale

This contribution addresses the following Editor Notes:

· Editor’s Note: the effectiveness of this solution against False Base Station attacks is FFS.

· Editor’s Note: how CAG ID is kept secret in case of changes of subscription and/or CAG IDs is FFS. 
· Editor’s Note: resistance to offline/online dictionary attacks due to a low length of CAG ID is FFS.
4
Detailed proposal

*********************************************** Start of Changes ************************

6.12
Solution #12: Hash based solution for CAG ID privacy

6.12.1
Introduction

This solution addresses PNiNPN related key issue #6.2: CAG ID privacy.

This solution aims to provide a method to protect against passive attacks (e.g., eavesdropping) against confidentiality and privacy of CAG ID(s) transmitted during the CAG access control procedure (i.e., over unicast or broadcast messages). In cases of False Base Station (FBS) (i.e., active) attacks against CAG ID confidentiality and privacy, the presented solution may provide an adequate protection when other means of protection against FBS attacks are implemented.
The UE selects a CAG cell after finding a hash value of one of its Allowed CAG ID(s) matching one of the hash values of CAG ID(s) broadcasted by the CAG cell. The UE connects with the network by providing a fresh hash value of its matching CAG ID in the AS layer during AS connection establishment. The UE is allowed by NG-RAN to access the CAG cell if the provided hashed CAG ID matches the hash value of one of the cell supported CAG ID(s) or according to policy (e.g., emergency services access only). The UE is denied access otherwise.
Note that CAG ID is assumed to be of sufficient length (e.g., 64 - 128 bits) to provide sufficient entropy for resisting dictionary attacks. The transmitted hash value can be truncated to accommodate broadcast channel constraints while remaining adequately resistant to collisions.
6.12.2
Solution details

The solution shown in Figure 6.12.2-1 details a procedure for CAG Cell selection and access using a hashed CAG ID based mechanism. 
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Figure 6.12.2-1 Hashed CAG ID based Access control AS connection establishment

0. The UE is configured with an Allowed CAG list from the HPLMN. The gNB is configured with Supported CAG ID(s). 
Note that CAG ID update in the UE following a subscription change is performed using existing protected NAS UE Configuration Update procedure as per current adopted CAG ID solution in TS 23.501 [7].
1. The NG-RAN broadcast (e.g., in SB1) one or multiple supported CAG Identifiers (ID) individually hashed using a random number RAND_CELL also included in the broadcast message. Each CAG cell may use a different RAND_CELL such that two CAG cells supporting common CAG ID(s) (i.e., serving common NPN(s)) will still be broadcasting completely different hashed CAG ID(s). It is assumed that RAND_CELL is refreshed periodically (e.g., every time the Cell Supported CAG ID(s) are updated a new RAND_CELL is generated).  

2. The UE performs CAG Cell selection based on matching of hashed CAG ID

a. The UE computes a hash for each of its Allowed CAG ID using RAND_CELL as a salt

b. The UE compares the hash values of its Allowed CAG ID with those of the Cell supported CAG ID from the broadcast message to find at least one matching hashed CAG ID.

c. The UE selects an Allowed CAG ID that has a matching hash 

3. The UE sends an initial NAS message to the network including a hash of the selected CAG IDs in the AS layer. The hash is computed using a combination of RAND_UE and C-RNTI as salt. A UE specific identifier such as C-RNTI is used such as two UEs accessing the CAG cell using the same CAG ID will transmit different hashed CAG ID. It is assumed that RAND_UE is refreshed periodifically such as to reduce to possibility of a UE hashed CAG ID replay attack and long enough to allow legitimate AS connection to complete (e.g., as multiple of RRC connection timers, T300, T352).

4. The NG-RAN checks that the UE is allowed to access the CAG cell based on matching of hashed CAG ID

a. The NG-RAN computes a hash for each of its Supported CAG ID using RAND_UE and C-RNTI as a salt

b. The NG-RAN checks that the UE provided hashed CAG ID matches one of the hashed supported CAG ID

Note: NG-RAN may forward the decrypted CAG-ID to the AMF and request AMF to compare the decrypted CAG-ID received from NG-RAN with the list of allowed CAG IDs.

5a.
[Conditional] If no match for the UE provided hashed CAG ID is found, the NG-RAN drops the RRC connection immediately. The NG-RAN may still proceed with subsequent steps if no matching CAG ID is found based on policy (e.g., if the RRC establishment cause is set to emergency).

5b. [Conditional] If a matching hashed CAG ID is found, NG-RAN sends a message over the N2 interface to the AMF, including the cleartext CAG ID for which a matching hash was found. The message may be sent in absence of matching CAG ID (e.g., emergency services access) in which case no CAG ID is included in the message.

6.
The AMF determines whether to allow UE to access the CAG cell based on the message from NG-RAN and operator's policy. 

7a.
[Conditional] If no CAG ID is provided by NG_RAN for the CAG cell, the AMF sends a NAS rejection message to the UE, followed by the release of AS/NAS connection. If no CAG ID is provided, the AMF may still allow access based on operator's policy (e.g., emergency services access) and perform next step instead.

7b. [Conditional] If a CAG ID is provided by NG_RAN for the CAG cell, the AMF proceeds with regular Registration procedure as per TS 23.502.  If no CAG ID is provided, the AMF may still allow access based on operator's policy (e.g., proceed with emergency registration procedure).
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